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Although awareness and vigilance for identity theft have increased over the years, instances of 
identity theft crimes continue to rise.  Identity theft affects 9 million Americans each year1, many 
of whom do not realize the crime has taken place until months later.  There are many steps you 
can take to prevent identity theft or at least make it easier to detect a breach.   

Actively Monitor Your Credit –  

Due to the ever growing occurrences of identity theft, many 
organizations focus on creating a variety of different credit monitoring 
services that help to identify identity theft when it occurs.  On average, 
victims of identity theft spend 30 hours and $500 before the problem is 
resolved2.  Credit monitoring services offer a cost-effective option to 
minimize this exposure.  Services include credit monitoring, theft 
detection, and problem resolution.  These services range in price from 
$5-$20 dollars per month and offer a wide variety of support.   

These companies’ services go far beyond detection of identity theft.  Before identification of 
identity theft occurs, these companies constantly monitor and analyze each move you make 
related to obtaining credit.  If your identity is even thought to be stolen, these companies will 
often use their own resources to help resolve the issue.   

Available services: 
 Periodically updated credit reports and scores 
 Computer and internet activity protection 
 Monitor use of your personal information  
 Monitor new credit applications 
 Identity theft insurance (from $25,000 to $1M coverage) 
 

If the monthly fee and robust services offered do not fit your 
needs, self-monitoring can be a cheap and effective alternative.  
The Fair Credit Reporting Act (FCRA) requires that each credit 
reporting agency (Equifax, Experian, and TransUnion)  
provide you with one free credit report every 12 months.   It is 
important to alternate reporting agencies to ensure you have 
reviewed, in full detail, the completeness, accuracy, and 
timeliness of your credit reports.  Each reporting agency is 
independent of one another and may contain different 
information.   
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 Federal Trade Commission  
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 Federal Trade Commission 

Identity Theft 

Protection Providers 

 

 Identity Guard  
www.IdentityGuard.com 
 

 True Credit  
www.TrueCredit.com 
 

 Life Lock  
www.LifeLock.com 
 

 Trusted ID  
www.TrustedID.com 
 

 ID Watchdog  
www.idwatchdog.com 

 

 

 

 

http://www.identityguard.com/
http://www.truecredit.com/
http://www.lifelock.com/
http://www.trustedid.com/
http://www.idwatchdog.com/
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Common Identity Theft Techniques and How to Defend Against Them –  

There are countless ways a thief may obtain and use your personal 

information that will have adverse affects.  Statistics show thieves 

often obtain personal information from the following sources:  

 Lost or stolen wallet, checkbook, or credit card 

 Stolen Mail 

 Dumpster diving  

 Online transactions 

 Skimming (obtaining debit/ATM card information by using a device attached to 

ATM machine that stores the card number and pin)  

 Phishing (posing as financial institutions who send mail prompting individuals to fill 

in personal information) 

These techniques provide a thief with just enough details to begin obtaining new credit that will 

eventually destroy your credit report.  To protect yourself against these common techniques it is 

important to keep the following practices in mind. 

 Purchase a cross cut shredder 

 Ensure websites are secure before entering personal information 

 Be skeptical about to whom and how you provide personal information 

 Observe ATM terminals for unusual devices before processing a transaction 

 Do not provide information to a representative that contacts you directly.  Rather, 

hang up and call the number provided on your latest statement or on the credit 

card itself 

 Never enter personal information into a link provided in an e-mail  
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What to do if you become a victim –  

There are four critical steps suggested by the Federal Trade Commission for an individual who 

believes they are a victim of identity theft should take.   

1. Place a fraud alert on your credit reports. 

A fraud alert will allow you to limit the damage of a thief to what has already been 

done.  Fraud alerts will prevent new accounts from being opened with your stolen 

information.  Once you have placed a fraud alert with one of the credit reporting 

agencies, they are required to share the alert with the other two agencies.   

Contact information:  

Agency Telephone Address 

TransUnion 
www.transunion.com 

1-800-680-7289 Fraud Victim Assistance Division 
P.O. Box 6790 
Fullerton, CA 92834-6790  

Equifax 
www.Equifax.com 
 

1-800-525-6285 P.O. Box 740241 
Atlanta, GA 30374- 0241  

Experian 
www.Experian.com 

1-888-397-3742 P.O. Box 9532 
Allen, TX 75013  

 

Individuals who believe they may already be a victim, or may become a victim of 

identity theft are able to place an initial fraud alert on their account that will last for a 

period of 90 days.  

Individuals that have documentation in the form of an identity theft report may place an 

extended alert on their account that will remain effective for seven years.  Identity theft 

reports provide details pertaining to your specific instance of identity theft.  The identity 

theft report must contain a copy of the report filed with a law enforcement agency 

along with any other requirements the credit reporting agency requests.   

2. Close the affected accounts 

To limit the financial damage and credit score damage that identity theft may cause, it is 

essential that you close all accounts you believe may be compromised.  Contact 

companies first by telephone and then in writing to ensure that your accounts have 

been properly closed.  Any documentation obtained through these proceedings should 

be filed and used to restore any damage done to your credit score.  

http://www.transunion.com/
http://www.equifax.com/
http://www.experian.com/
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3. File a report with your local police  

In order to prove to creditors that accounts and charges are fictitious, it is important to 

receive a police report.  Be persistent if the police are unwilling to provide a report.  If 

necessary, contact other local police districts or even the state police to obtain a report.   

4. File a complaint with the Federal Trade Commission 

By filing a complaint with the FTC, you are helping to identify trends and other 

important information that is essential in catching thieves and stopping new 

occurrences before they even happen.  Information from the FTC is shared with other 

agencies and companies that will allow for a more efficient investigation.   

Contact information: 

www.ftc.gov/idtheft 1-877-438-4338 

1-866-653-4261 

Identity Theft Clearinghouse 

Federal Trade Commission 

600 Pennsylvania Ave., NW 

Washington, DC 20580 

 

 

With technology becoming the hub of communication and 

commerce, your personal information is more readily 

available than ever.  Skepticism and monitoring are two 

keys to keeping critical information out of the hands of 

unauthorized people.  By taking certain precautions and 

staying on top of your credit reports, you get some piece of 

mind and can save yourself time and money. 

 

 
 
 
 
 
 
 
 
     

http://www.ftc.gov/idtheft

